ssh tunnels use a preexisting ssh connection to a machine to log in without authentication.
You log into gaea once from vapor or a linux box.   Subsequent logins work without
a password if you have set up your .ssh/authorized-keys file properly on gaea.
assume Vapor is your NCEP platform and do the following from Vapor
0.   Back up your vapor .ssh directory in case of errors.  To do this cd to your
vapor home and do
tar -cvf SSH.BACKUP.TAR .ssh
0.5!!   CLOSE OUT ALL GAEA SESSIONS.  VERY IMPORTANT!!
1:  Find out your ssh tunnel port numbers $NUM1 and $NUM2
To do this,
Log into Gaea using your token.   You should see
a line similar to
Port tunnels established from your originating host on port 60011
to host gaea.rdhpcs.noaa.gov, and from gaea.rdhpcs.noaa.gov to originating host
on port
50011.   For further information:
appear within the verbiage on the screen.   The "from your originating
host number"  is $NUM1.  The "to originating host" number is $NUM2
In the example above $NUM1 is 60111 and $NUM2 is 50111 but
yours will be different; they are unique for each user.
Log out of Gaea
2.   Edit your vapor .ssh/config file to create entries  (on other hosts than vapor,
you can use gaea-rsa.rdhpcs.noaa.gov rather than the IP address)

Host gaea
HostName                140.90.145.9
User                    George.Vandenberghe
LocalForward            $NUM1 localhost:$NUM1
RemoteForward           $NUM2 localhost:22
Host *
 CheckHostIP yes
 ForwardAgent yes
 ForwardX11 yes
 ControlPath ~/.ssh/%r@%h:%p
 ControlMaster no
 AddressFamily inet
3.   Log into Gaea using your token and add the following to the
Gaea .ssh/config file
Host ncepv
 HostName localhost
 Port $NUM2
 User $your.vapor.id
 LogLevel ERROR
 ForwardAgent yes
 ForwardX11 yes
4.   If you have a valid vapor password you should be able to login TO VAPOR FROM GAEA  with
ssh ncepv.   THis will prompt you for the  vapor password for your  userid.
5.   Examine your .ssh directry on Gaea.  If you already have an id_dsa.pub file there,
use scp to copy it to vapor under the name id_dsa.pub.gaea.  THen append
this file to your vapor .ssh/authorized_keys file.
5b:   If you don't have a gaea .ssh/id_dsa.pub file make one with the command
ssh-keygen –t dsa
(when it prompts for passphrase, hit return. DO NOT ENTER A PASSPHRASE; just let it be null).
Once you have the id_dsa.pub file copy it to vapor as in 5. above.
6.  You should now be able to log into vapor from gaea with
ssh ncepv
 without a password.   
7.   Meanwhile back on vapor, once you have the first gaea session active
ssh gaea
should log you into gaea without a password and this will work as long as
the FIRST session remains active.
